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Infomerical:  Find out more:

Arm Research: http://www.arm.com/resources/research
• Explore our research areas in more detail: www.arm.com/resources/research/impact-report
• Find out more about how to collaborate with us: 

https://developer.arm.com/solutions/research/research-collaborations

Arm Academic Access:
• Increase your research impact with free access to the world’s leading SoC design portfolio
• https://www.arm.com/resources/research/rce/academic-access

Arm Education:
• Helping close education and skills gaps in Computer Engineering and STEM
• https://www.arm.com/resources/education

http://www.arm.com/resources/research
http://www.arm.com/resources/research/impact-report
https://developer.arm.com/solutions/research/research-collaborations
https://www.arm.com/resources/research/rce/academic-access
https://www.arm.com/resources/education
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Motivation
Intelligent Edge Devices optimized for domain-specific operating constraints will be a more significant 
component of the future compute substrate
• Post-Moore Domain Specific Accelerator integration, secure management of data and analysis
• Edge service operations constraints mandate aggressive power operating states and threat resistance

Device: Includes software stack exists within a Device Management context

Innovation including academic research innovation is active at a number of TRL levels
• Integrating a variety of novel compute methods with differing PPA potential, novel sensors and security capabilities. 
• Prototyping new semiconductor materials for RF or analog processing or explore new approaches to heterogenous 

integration.

A common platform to enable innovators to focus enables more efficient innovation and a rapid pathway 
to deployment
Target a minimum 5x reduction in deployment NRE through common SoC architecture & automation

Access to IP Portfolio is necessary but not sufficient for complex modern SoC need Reference Design 
pattern to support research and innovation ecosystems
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AISS/CANASTA Overview – Challenges shared in academia
• Problem Statement

• Current DoD performers & Innovation community have high NRE costs and limited expertise to design, integrate and 
deploy differentiated (SWaP optimized) Systems & SoCs which are secured with novel or emerging capabilities 
against a variety of Threat Vectors.

• Access to cutting edge commercial technologies or novel security IP is difficult and difficult to integrate
• It is difficult to estimate the cost of different security measures and options and trade off against system 

performance power and area

• DARPA’s Project Goal
• ‘Automated’ Integration for a configurable ‘secure’ SoC.

Design Methodology for Secure SoC Integration – Front End Design & SW integration Focused (stops at Gates )
Secure SoC Architectural Framework (in AMI* context), IP Library, PoC SoC Platform PoC AMI PoC
Secure Cloud Design Infrastructure (in AMI context) – Enterprise Architecture for SoC Design with Federated 
Attested AMI
Vulnerability testing of SoC in AMI system context – define metrics/certification and test AMI/Device integration 
in secure factory floor emulation

The delivered Methodology, Architecture Framework and Example Security IP will be a commercial supported. 
Design flow, IP/SW Catalog, SoC Integration and Implementation tools

* AMI Asset Management Infrastructure 
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Secure SoC - Ontology
Closed source and secure room strategies have acted as barriers 
Security, Classic SoC and Fleet Management historic silos
Dependency Management Secure SoC Composition

Hardware APIs
Software APIs
Service APIs
Protocols
IP packaging for reuse in tools – HW & SW
Floorplan/BOM Integration (eg space qual)

Research Question: Do different strategies and 
design patterns result in better performance 
easier integration and performance?
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Service Application uServices

Extensible & Configurable SoC & System Reference Architecture
Based on Extant Open Access/Open-source Design IP & Software and Industry standards 
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CryptoCell RoT

AISS Secure SoC SE Integration
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Software/Services for the AISS SoC Device
Different Software for the Secure Engine required in Different Lifecycle States

Demonstrating PPAS
Application Service Operation (Runtime)

Demonstrating Zero-Trust Supply chain 
Provisioning & RMA
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Enter the Fractal: Manufacturing flow & provisioning
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AONTOP

CLUSTOP

SoC Design Pattern for Aggressive Power Mangement
Power domain topology
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Status – IP Available through AAA
Full Secure Engine TF-M & Application Linux stacks Booting on MPS3 FPGA Dev Board
Platform also avaiallbe with accelerator integrated on HAPS FPGA system 

Arduino shields 
connectors

Pmod
connectors

Expansion port

Debug 
connectors

Touch screen

Xilinx Kintex
FPGA
(1451K Logic Elements)

Audio

USB/Ethernet

HDMI

SD Card

QSPI 
Flash

Supported 
peripheral

Not supported 
peripheral

Legend:

• Full System compatible with current AISS SoC 
Architecture for AP Host <> Secure Element 
integration

• Application Host system: Cortex-A35 MP1
• F1A Secure enclave

• Cortex-M0+, Toot of Trust
• 32KB ROM (implemented as RAM)
• 128KB RAM

• System memories 
• DDR4 – 2GB QSPI flash – 8MB SRAM – 4MB

• 20MHz System Frequency

• Compatible Fixed Virtual Prototype Model 
making progress

• Also boots in Simulation for early stage boot 
verification
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Current Software Status #2
Prototype Object Detection App Running on R-Pi 4 Linux Board
Application has high application performance dynamic range to exercise accelerator 
options

AISS representative ML/AI App
• Object Detection built on ArmNN library

Plus a load of other libraries 
• Can be Mapped to MP 1-4
• Can be Mapped to MP + GPU/NPU

• Automated Application build world

Robs 
pretty 
picture 
her

MPS3 FPGA

R-Pi4

DStream Debugger

• while display.IsStreaming():
• img = camera.Capture()
• detections = net.Detect(img)
• display.Render(img)
• display.SetStatus("Object Detection | Network {:.0f} 

FPS".format(net.GetNetworkFPS()))

OD App

Coffee Mug!

‘Complete’ 
Application Code

Jetson Nano
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Strategic Projects Program. Research into How to build SoCs
Friction-Free deployment of secure, performance/power optimized Arm devices.
Align and engage funded programs, collaborative consortia including ecosystem partners
Experienced team across technology stack, transistors through application software
Business development to bring aligned funding to academic/ecosystem consortia

Research Themes Current Key Projects, Activities & Initiatives

SoC HW & SW Workflow Automation for Better 
Results at Reduced Design NRE

AISS program key driver (2019 onward – phase 1 complete, phase 2 through 2023)
Other DARPA/academic engagements OpenRoad eFabless

Secure & Safe Heterogenous SoC System 
Architectures

JPL/NASA Space Flight program key driver (design study 2021, SoC to be awarded 2022)
Extensible HW SW Platforms for Secure Autonomous devices (AISS/DARPA/academia)

Co-Design with Cloud hosted Device Development 
& Deployment

Zero Trust Design Manufacture and Deployment
Cloud hosted IP Selection Integration and Implementation for Arm SoCs (eFabless AISS OpenROAD)

Key Research Uses 
Arm Technology 

and advances 
common  Research 

Themes

Deploy Learning to 
Next & New Product

Innovation & 
Innovators on Arm InfluenceInsights

Ref Designs, 
Flows and 
Guidance

Insights
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Strategic Projects – Collaborative Activities

Find Uflorida slide
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Collaboration Opportunities
Take the Platform, Use the Platform Evolve the Platform & Tooling
Operate at the AP or Secure SCP level combine both

Use

Bolt an interesting accelerators on
Integrate a new security capability
Look at performance
Fault tolerance
Bake FPGA or Si & Deploy into a Service context

Evolve

Extend the Design Patterns 
Change the application platform topology

Power Modeling
Tooling to Render unquified RTL
Pre Silicon assurance tooling
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Thank You
Danke

Gracias
Grazie
谢谢

ありがとう
Asante
Merci

감사합니다
ध"यवाद

Kiitos
ارًكش

ধন#বাদ
הדות


